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MDPSS: Memory-based Distributed Private Stream Searching System
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Abstract The era of Big Data has begun, people are more concerned about data privacy. On the one hand, the users
are more eager for fresh and low-latency searching results than ever. On the other hand, they do not want to open the
searching information. To this end, this paper proposes a memory-based distributed private stream searching system,
in which queries are encrypted by Paillier cryptosystem. The system adopts shared-nothing architecture to support the
horizontal scalability, and partitions the stream into fragments to achieve parallel query and bitmap index-based
storage. Experimental results show the effective and efficient of the system.
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Timestamp Publisher Advertiser Gender  Country Impressions Clicks  Revenue
2014-01-01 bieberfever.com google.com  Male USA 1800 25 15.70
T01:00:00Z

2014-01-01 bieberfever.com google.com  Male USA 2912 42 29.18
T01:00:00Z

2014-01-01 ultratrimfast.com  google.com  Male USA 1953 17 17.31
T01:00:00Z

2014-01-01 ultratrimfast.com  google.com  Male USA 3914 170 34.01
T01:00:00Z2
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Query# Query
1 SELECT count(*) FROM _table_ WHERE timestamp > ? AND timestamp < ?
2 SELECT count(*), sum(metricl) FROM _table_ WHERE timestamp = ? AND timestamp < ?
3 SELECT count(*), average(metricl) FROM _table WHERE timestamp = ? AND timestamp <?
4 SELECT high_card_dimension, count(*) AS cnt FROM _table_ WHERE timestamp 2 ? AND
timestamp < ? GROUP BY high_card_dimension ORDER BY cnt limit 100
5 SELECT high_card_dimension, count(*) AS cnt, sum(metricl) FROM _table_ WHERE
timestamp = ? AND timestamp < ? GROUP BY high_card_dimension ORDER BY cnt limit 100
6 SELECT high_card_dimension, count(*) AS cnt, sum(metricl), sum(metric2), sum(metric3),
sum(metric4) FROM _table_ WHERE timestamp = ? AND timestamp < ? GROUP BY
high_card_dimension ORDER BY cnt limit 100
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